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Overview

This guide provides detailed information on the installation of GPAA. GPAA provides Group Policy
change auditing, Group Policy attestation/re-certification and Group Policy Object (GPO) change
rollback. The product has several components and a set of environmental requirements that must be

adhered to in order to create a successful installation. This document details those requirements and

how you can deploy GPAA to either a new or existing GPAA environment.

The Components of GPAA

GPAA is composed of the following components:

1.

GPAA Web Application (“GPAA Manager”) — An ASP.Net 4.0 (or greater) web application

GPAA Database — Installed on SQL Server 2014 (normal or Express version) and above (currently
tested through SQL Server 2019)

GPAA Attestation Service —a Windows Service that works with the GPAA Web Application and
performs several functions, including managing attestation workflow, addition/deletion of
new/removed GPOs and more. Can be deployed on the same or a different server as the GPAA
web application

GPAA Auditing Service — A Windows Service to be installed on all domain controllers within your
environment, if you wish to perform Group Policy change auditing, rollback and alerting. (Note
that the GPAA auditing service is only required if you are performing real-time change auditing
and alerting or GPO rollback. It has no role in GPO Attestation.)

GPAA Web Service Proxy Application — Optional, an ASP.Net 4.5+ web service, which can run
on the same web server as the main GPAA Web Application. The Web Service is the “listener”
for the next component—the GPAA Untrusted Proxy Service.

GPAA Untrusted Proxy Service— Optional, a .Net 4.52 Windows Service, installed on a server
within the untrusted domain, that communicates with the GPAA Web Proxy Service Application
to perform untrusted attestations.

In the simplest configuration, #1-3 and #5 can run on a single server, as shown in Figure 1 below:
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Figure 1: Viewing a typical GPAA Deployment

The first 3 components on the GPAA server — GPAA Manager, the GPAA database, and the GP
Attestation Service — work together to create the GPAA application. The GPAA Auditing Service and the
GPAA Untrusted Proxy Service are the only components that must run on a separate box. The Auditing
Service is intended to be installed and run on each writeable domain controller within a domain that
GPAA is managing. The Proxy Service can be installed on a single server within the untrusted domain.

NOTE: Installation of the GPAA Auditing Service and the GPAA Web Service Proxy Application / GPAA
Untrusted Proxy Service are only required if you plan to use the Group Policy Change Auditing and
Rollback features or Untrusted Domain GPO Attestation feature.

Separating GPAA Components

In enterprise environments where existing shared SQL Server farms are in place, it is completely
supported to run the GPAA database on a different server than the Server where the GPAA Manager,
Proxy and Attestation Service run. In addition, if needed, the GPAA Manager Web application, Web
Service Proxy and GPAA Attestation Service can also each be installed on separate servers. To facilitate
using a database on a separate server, you’ll need to ensure that when you run the GPAA web
application setup and the GPAA Attestation Service Setup, that you select the correct database server
name, port and instance (where appropriate). The next section on “Network and Port Usage for GPAA”
describes how each component communicates over the network to other components and to Active
Directory.

Network and Port Usage for GPAA
This guide lists the network ports and protocols used between the various components within the SDM
Software Group Policy Auditing & Attestation (GPAA) product.

Each section below covers the ports and protocols used by each of these components.
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GPAA ASP.Net Web Application
The GPAA ASP.Net web application (“GPAA Manager”) performs the following functions and uses the
following ports and protocols:

e |IS authenticates the user to Active Directory
o TCP 389 (or 636 if LDAPS is enforced) from web server to closest AD domain controller
o TCP or UDP (usually TCP) 88 (Kerberos) from web server to closest AD domain
controller
e [IS/ASP.Net makes GPMC API Calls
o TCP 445 to closest AD domain controller
o TCP 135 (RPC Portmapper) to closest AD domain controller
o TCP 49152-65535. (RPC dynamic ports) to closest AD domain controller
o [IS/ASP.Net application communicates to GPAA SQL Server
o TCP 1433 or dynamic high-numbered port (See your SQL Server Services Configuration
to verify which port SQL Server is listening on)
e |IS/ASP.Net sends attestation rejection or general alert emails
o TCP SMTP (port depends upon your mail configuration within the product) to
configured mail server
e |IS/ASP.Net perform GPO rollback (requires auditing agent)
o TCP 445 to closest AD domain controller
o TCP 135 (RPC Portmapper) to closest AD domain controller
o TCP 49152-65535. (RPC dynamic ports) to closest AD domain controller
o TCP 389 (or 636 if LDAPS is enforced) from web server to closest AD domain controller

GPAA ASP.Net Web Service Proxy
e |IS authenticates the user to Active Directory
o TCP 389 (or 636 if LDAPS is enforced) from web server to closest AD domain controller
o TCP or UDP (usually TCP) 88 (Kerberos) from web server to closest AD domain
controller
e |IS/ASP.Net makes GPMC API Calls
o TCP 445 to closest AD domain controller
o TCP 135 (RPC Portmapper) to closest AD domain controller
o TCP 49152-65535. (RPC dynamic ports) to closest AD domain controller
e [IS/ASP.Net application communicates to GPAA SQL Server
o TCP 1433 or dynamic high-numbered port (See your SQL Server Services Configuration
to verify which port SQL Server is listening on)

GPAA Attestation Service

The GPAA attestation service performs a number of tasks, including sending attestation emails,
reconciling AD GPOs and Groups within the GPAA database and performing periodic reconciliation tasks
against the GPAA database. The following ports and protocols are used during these communications:
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e GPAA Attestation Service communicates with AD to get current list of GPOs and/or Groups
o TCP 445 to closest AD domain controller
o TCP 135 (RPC Portmapper) to closest AD domain controller
o TCP 49152-65535. (RPC dynamic ports) to closest AD domain controller
o TCP 389 (or 636 if LDAPS is enforced) from web server to closest AD domain controller
e GPAA Attestation Service communicates with GPAA SQL Server database to add/remove GPOs
and groups and update attestation information
o TCP 1433 or dynamic high-numbered port (See your SQL Server Services Configuration
to verify which port SQL Server is listening on)
o GPAA Attestation Service sends attestation emails
o TCP SMTP (port depends upon your mail configuration within the product) to
configured mail server

GPAA Auditing Service

The GPAA auditing service provides real-time change auditing and alerting of Group Policy changes.
Because the auditing service resides on each domain controller, most of its communications are local to
that box. That said, the main two “off-box” communications in which the GPAA Auditing Service
participates are: communicating with the GPAA SQL Server database, and communicating with the
configured SMTP service to send auditing email alerts, as follows:

e  GPAA Auditing Service communicates with GPAA SQL Server Database
o TCP 1433 or dynamic high-numbered port (See your SQL Server Services Configuration
to verify which port SQL Server is listening on)
e  GPAA Auditing Service communicates with configured Mail server to send auditing alert emails
o TCP SMTP (port depends upon your mail configuration within the product) to
configured mail server

GPAA Untrusted Proxy Service
e  GPAA Untrusted Proxy Service communicates with GPAA Web Service Proxy Application
o TCP 443 or SSL/TLS listening port
e  GPAA Untrusted Proxy Service communicates with AD in the Untrusted Domain to get a current
list of GPOs and/or Groups
o TCP 445 to closest AD domain controller
o TCP 135 (RPC Portmapper) to closest AD domain controller
o TCP 49152-65535. (RPC dynamic ports) to closest AD domain controller
o TCP 389 (or 636 if LDAPS is enforced) from web server to closest AD domain controller

GPAA Server Requirements and Software Prerequisites
This section provides details on the software and components required on servers that run GPAA.
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Supported Windows OS Version

GPAA components have been tested and certified on all versions of Windows Server from 2012-R2 to
2019 (note that the GPAA Auditing Service still supports running on Windows Server 2008-R2 DCs, but
no other GPAA components do). If GPAA components are installed on separate servers, they can be of
different OS versions as long as the prerequisites are installed for each component.

Component Requirements
The following lists the software components required for each GPAA component:

e GPAA Database
o Microsoft SQL Server 2014 or newer (note that we only recommend running SQL Server
Express for test environments)
e GPAA Manager Web Application (see the following screenshots for examples of the features
to install on a Windows Server 2012-R2 system)
o .Net Framework 4.52 or greater (full) and ASP.Net 4.0+
o lISand ASP.Net Features installed with Windows Authentication enabled for the GPAA
Web Application and Anonymous Authentication disabled
o Group Policy Management Console (GPMC)
o Licensing--The GPAA Web Application is where GPAA licensing is validated
e GPAA ASP.Net Web Service Proxy Application
o Net Framework 4.5.2 or greater and ASP.Net 4.0+
o IS and ASP.Net Features with only Anonymous Authentication enabled for the GPAA
Web Service Proxy Application
o SSL/TLS certificate required for Web Service Proxy Application
o Group Policy Management Console (GPMC)
e GPAA Attestation Service
o .Net Framework 4.52 or greater (full)
o Group Policy Management Console (GPMC)
e GPAA Auditing Service
o .Net Framework 4.52 or greater (full)
o Group Policy Management Console (GPMC)
e GPAA Untrusted Proxy Service
o .Net Framework 4.52 or greater
o Group Policy Management Console (GPMC)

Windows Feature Installation Scripts
The GPAA installation zip file contains two signed PowerShell scripts that will automate the installation
of the required Windows Features for the GPAA Web Application server. These scripts are called:

2012-R2AddGPAAWebFeatures.psl

2016-9AddGPAAWebFeatures.psl
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Which can be run on Windows Server 2012-R2 or Server 2016/9, respectively. The scripts call Add-
WindowsFeature on each required feature to ensure that they are installed on the GPAA Web
Application server. Note that these scripts only apply to the GPAA Web Application server role.

GPAA Security & User Accounts

GPAA requires Active Directory domain-based service accounts for several of its functions. In the
simplest configuration, you can use the same service account for all functions. GPAA is designed to work
in least privilege environments within the limits of the host Operating System. Most service accounts
won’t need blanket administrative access to perform their functions. Review Appendix A to see
instructions on how to run the GPAA Auditing Service as LocalSystem. The following permissions are
needed within each component of GPAA:

e Both the GPAA Web Application and the Web Service Proxy should be installed as applications
into an IS Application Pool. If both applications reside on the same web server, then the GPAA
Installer will install them into a single App Pool, by default. The App Pool should run using the
identity of an AD user with the following requirements:

v The App Pool identity will need to have local Administrators group membership on the
web server(s) only during the evaluation period. This has to do with the need for the
App Pool identity to be able to right to the HKEY_CURRENT_USER registry hive to record
evaluation license information. This is not required for a customer license.

v" Permissions to read GPOs in all domains being managed.

v" If GPO rollback feature is used, the App Pool identity needs to be able to write to any
GPOs that are rolled back.

v Permission to read and write to the GPAA database (db_datareader and db_datawriter
permissions are sufficient). This permission is set up for the specified service account
when the GPAA database is installed.

o The GPAA Attestation Service Account is an AD service account that is used to run this service.
The account requires the following privileges:

v" Permission to log on as a service on the server where its running (automatically granted
by GPAA Attestation Service installer).

v" Administrators group permission on the server where it runs only the first time it is
started. This permission allows the service to create a customer Windows event log
category. Once created, the Attestation Service no longer needs to be administrator on
the server where it’s installed.

v" Permission to read and write (db_reader and db_writer) to the GPAA database.

v" Permission to read GPOs and in domains under management (it’s the GP Attestation
Service’s job to keep GPOs stored in the GPAA database in sync with live GPOs in the
domains under management.

e GPAA Auditing Service Account

v" Permission to logon as a service on domain controllers. Usually granted via the “Default
Domain Controllers Policy” GPO.
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v" For Server 2012 and above, the GPAA Auditing Service needs to at least be a member of
the domain local Administrators group (see Appendix A if you would rather run the
Auditing Service as LocalSystem on the DC) to function. This is a requirement due to the
way these newer OS versions handle certain processes used by the service and its use of
GPMC APIs. On Server 2008-R2, the service account needs to have read access to the AD
security event log on each DC. Details on how to grant this permission more granularly
to a given account can be found here:
https://blogs.technet.microsoft.com/janelewis/2010/04/30/giving-non-administrators-
permission-to-read-event-logs-windows-2003-and-windows-2008/ .

v Permission to read and write to the GPAA database (db_datareader and db_datawriter
permissions are sufficient).

v/ Permissions to write to the %ProgramData% folder on each Domain Controller.
v Permission to read GPOs within the domain where it’s installed.
e GPAA Untrusted Proxy Service

v’ This service runs as localSystem and therefore no service account is required.

v The Untrusted Proxy Service communicates with the Web Service Proxy Application
using SSL/TLS. In addition, both the Untrusted Proxy Service and Web Service Proxy
Application must be configured with a matching pre-shared key, which encrypts the
payload that passes between client and web service.

Depending upon the environment and the level of security lockdown in place between servers, Group
Policy and Active Directory, you may need to adjust the rights of the service account. The key here is
that the service account does not REQUIRE Domain Admin rights to accomplish its job. If you run into
issues implementing this, contact support@sdmsoftware.com for help troubleshooting permission
challenges.

Requirements for Active Directory Auditing

In order to leverage the capabilities of the Group Policy change auditing, the GPAA Auditing Service,
running on your Active Directory Domain Controllers, uses Windows native security events to detect
when changes happen for Group Policy related activities. GPAA can detect the following types of Group
Policy changes:

e (Creation, Deletion and Modification of GPOs, including GPO settings

e (Creation, Deletion and Modification of WMI Filters

e Linking and unlinking GPOs to Scopes of Management (SOMs), such as sites, domains or OUs
e Linking and unlinking WMI filters to GPOs

e Enforcing, un-enforcing or disabling a GPO link

e Changing GPO permissions

e Changing GPO status (e.g. user disabled, computer disabled, etc.)
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In order to facilitate capturing all of these changes, we require a few steps be taken to enable a specific
auditing of Active Directory changes. Namely, we use the Directory Services Changes sub-category of
Advanced Audit Policy Configuration to capture changes. This sub-category generates events with IDs of

e 5136
e 5137
e 5141

These are the 3 ids that GPAA is interested in. If you aren’t already capturing these events, you must
enable this auditing. On Server 2008-R2 and above, domain controllers, you can take the following
steps to enable this auditing:

1. First, if you are not already auditing for Directory Services Changes events, you'll need to enable
the auditing using Group Policy. Typically this is done within the Default Domain Controllers
Policy GPO, or any GPO that you have linked to the Domain Controllers OU. From within that
GPO, You'll set the following policy under Computer Configuration\Policies\Windows
Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\DS
Access\Audit Directory Services Changes:
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Figure 2: Enabling Directory Services Changes Auditing in GP

Next, assuming you are still using the old audit categories for AD auditing and no longer want to
log those events, you’ll want to tell domain controllers to disable legacy audit categories
auditing, enabling the policy at Computer Configuration\Policies\Windows Settings\Security
Settings\Security Options\ Audit: Force audit policy subcategory settings (Windows Vista or
later) to override audit policy category settings.
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Figure 3: Configuring Security Option to disable legacy auditing

Now that auditing is configured, the final step is enabling the correct SACLs on AD to ensure that

GP-related events log security event logs when changes occur. GPAA requires the following

auditing events to capture all Group Policy management-related changes:
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Table 1: Auditing required by GPAA to capture all GP events

Create a GPO

Create GroupPolicyContainer
Objects for group Everyone on
CN=Policies, CN=System

Delete a GPO

Delete for group Everyone on
CN=Policies, CN=System and all
descendent objects

No

Modify GPO Settings, GPO
Status and WMI filter linked/un-
linked to GPO

Write All Properties for group
Everyone on CN=Policies,
CN=System and all descendent
objects

Yes

Modify GPO Permissions

Modify Permissions for group
Everyone on CN=Policies,
CN=System and all descendent
objects

Yes

Link and Unlink GPOs and GPO
Link Options (e.g. Enforced,
Disabled)

Write GPLink for group Everyone
on domain NC Head, all
descendent Organizational Unit
objects and all Site objects

Yes

Set or Unset Block Inheritance

Write GPOptions for group
Everyone on all descendent
Organizational Unit objects and
all Site objects

Yes

Create WMI Filter

Create ms_WMISOM objects for
group Everyone on CN=SOM,
CN=WMIIPolicy, CN=System

No

Delete WMI Filter

Delete ms_WMISOM objects for
group Everyone on CN=SOM,
CN=WMIIPolicy, CN=System

No

Change WMI Filter

Write All Properties for group
Everyone on CN=SOM,
CN=WMIIPolicy, CN=System

No

Note that only 4 SACL changes (highlighted in blue) are required in default AD installations to
implement all change auditing within GPAA. Auditing is typically configured within the AD Users and
Computers (ADUC) (or AD Sites and Services) by right-clicking on the object in question, choosing
Properties, the Security tab and the Advanced button. From there, select the Auditing to set SACLs
on the object, as shown below:
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Figure 4 Setting native auditing from ADUC

Once auditing is configured within AD, the GPAA auditing service will detect all changes related to Group
Policy management.

Step-by-Step Installation & Upgrade

The setup comes in the form of a self-extracting setup called GPAA3.0Setup.exe, found in the
downloaded GPAA 3.0 installation Zip file. All files related to GPAA are extracted to the machine where
the setup is running. The following menu appears:
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@ SDM Software GPAA 3.0 Setup

C? sdmsoftware

STEP 1 =
Setup GPAA Database - =
STEP 2 a
Setup GPAA Web i
Application and Untrusted
Web Proxy -
STEP 3
Setup GPAA Attestation y V=
Service s =8
STEP 4
Setup GPAA Auditing Service E'\)
o
o
STEP 5 *h|
Setup GPAA Proxy Service -l

GPAA Powershell Module

GPAA Installation and
User Guides o

This step will generate a SQL Scriptthatcan
be executed on a SAOL Server database
instance to create the GPAA database.

This step should be run on the Windows Server
running the GPAA front end web application.

This step should be run on a Window Server. It
can be installed the same server running the
GPAA Web Application (Step 2).

This step should be run on a Windows Server
Domain Controller.

This optional step should be run on a Windows
Serverthatis in a domain that is untrusted from
where GPAA is installed.

The GPAA PowerShell module provides
command-line access to GPAA data and
configuration.

Downloads

E E E [E E

This setup should be run from the server or servers where GPAA roles are being installed/upgraded

and/or the individual DCs where you are installing the GP Auditing Service. Note that the Self-Extractor
will create a temporary folder under %temp% and will place the GPAA setup source files, including MSI

)
files, into that folder. You can separately download each installer using the disk (d) icon to save each

MSI or web content file to your local file system.

To begin with, run the setup from the server you plan to use as the GPAA web application server.

1. Setup the GPAA Database: On the GPAA Server, run the “Setup GPAA Database” option
first. The output of this option is a SQL Script that lets you or your Database Administrator

create or update the GPAA database interactively on your database server. This option presents

the following dialog:
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. Setup GPAA Database

Database Service Account Selection

Enter an Active Directory Service Account that will be used to access |CPANDLRSdmgpaa Browse
the GPAA database. This account will be granted db_reader and
db_writer permissions on the GPAA database and can be used
by the GPAA web application, Attestation Service andior GPAA
Auditing Semvice to communicate with the database.

Service Account Name (<domainiuser> format)

Initial User/Group Selection

Enter an Active Directory user or group name that will be CN=GPAA Admins.OU=Admin DC=cpandl.DC= Browse
entitled to log into GPAA upon installation of the product.
This user/group will have full rights to administer GPAA
Mote that the user or group must be accessible from this
installation routine to determine it's objectGUID in AD.

User or Group Name (DN: CN=myuser, DC=domain,DC=com)

Audit Service Permissions

Select the Active Directory service account that will be
used by the GPAA Auditing Service running on domain |CPAND|—'\9depaa Browse
controllers. This account must have permissions to Senice Account Name (<domainluser> format)

execute a stored procedure that allows the service

offline alerting feature to work. [This is only required

if you plan to deploy the GP auditing service ]

GPAA DB Create SQL Script

USE [master] A
GO
/" Object: Database [SDM_gpomanager] =/
DECLARE @dbname nvarchar(128) Ges"'g'f‘e
SET @dbname = N'SDM_gpomanager’
IF NOT {EXISTS {SELECT name FROM master dbo sysdatabases WHERE (T + name + T = @dbname OR name = @dbname)))
BEGIN
CREATE DATABASE [SDM_gpomanager]
END
G0
Copyto
USE [SDM_gpomanager] Clipboard
GO
/" Create GPAA Login and User =/
¥ mot Exists (select loginname from master. dbo syslogins where name = CPANDL \sdmgpaa’ and dbname = master)
Begin
CREATE LOGIN [CPANDL \edmgpaa] FROM WINDOWS WITH DEFALLT_DATABASE= [master], Close
DEFAULT_LANGUAGE=[us_english] o
POCATE HICCD D ARIN Y adman—=]

Mote: The resulting DB Script can be used to install or upgrade new or existing GPAA databases

This dialog prompts for three pieces of information, in order to create the SQL Script that you
will use to create your GPAA database:

a. Database Service Account Selection: This will be the service account that can read and
write from/to the GPAA database from the GPAA auditing, attestation and web
application services. Note that you can have multiple service accounts being used for
GPAA database access but this script only creates one of those and grants it db_reader
and db_writer. You will have to add the others manually, via the script or after the GPAA
database is created.

b. Initial User/Group Selection: This option tells GPAA what user or group will have full
access to GPAA once the installation is done. By default, any member of the Domain
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Admins group will have this access but you can optionally specify a user or group here
that will be granted that access instead.

Audit Service Permissions: This option is required to specify what service account will

be used by your GPAA auditing service agents. This is required to grant that service
account the rights to execute a stored procedure on the database required when using
the GPAA auditing service offline notification feature.

Once the script is generated, use the “Copy to Clipboard” button to save the script. The easiest
way to create the database from the script is to open SQL Server Management Studio, select the
database instance on which you wish to create the GPAA Database, and select the “New Query”
button. Then paste the GPAA SQL script into the new query, as shown below, and run Execute.

You should not see any errors when the script runs. If you do, contact SDM Software support
with the error information.

[ Microsoft SQL Server Management Studio

Fle Edt View Query Debug Tools Window

Qrevoen | |G| S H S B
29 ' | master v | 7 Bxeate b
Object Explorer ~ 3 x

Connect~ &3 B m T

B |43 localhost\SQUExpress (5QL Server 10,50, 1600 - C
[ Databases

[ Seaurity

Server Objects

[ Replication

(34 Management

4

Commurity  Help

s v e E s aEEn s 2 E

B

-]

SQLQuery2.sql - localhost...4))* |

Properties

USE [master]
Go
[*wwxxx Object:
CREATE DATABASE [SDM_gpomanager]
GO

USE [SDM_gpomanager]
=]

/% cr 2% Login and User */
AIf n
Taagiq
End
Go
£ CREATE USER [CPANDL\sdmgpaa
L FOR LOGIN [CPANDL\sdmgpaa]
GO
EXEC sp_addrolemember 'db_datarsader’,
GO

EXEC sp_addrolemember 'db datawriter',
GO

SET ANST_NULLS ON
=6

SET QUOTED_IDENTIFIER ON
=6

EIIF NOT STS (SELECT * FROM sys.objects WHERE
BEGIN

CRERTE TRBLE [dbo].[Domains] (
[ID] [uniqueidentifier] NOT NULL
[DomainName] [nvarchar](100) COLLATE SQL L
[Status] [nvarchar] (8

(select loginname from master.dbo.syslogins where name =

CREATE LOGIN [CPANDL\sdmgpaa] FROM WINDOWS WITH DEFAULT_DATABASE= [mastex],

Database [SDM_gpomanager] ==+%~«

'CPANDL\sdmgpaa' and dbname = 'master’

DEFAULT_LANGUAGE=[us_english]

' CPANDL\=dmgpaa’

' CPANDL\=sdmgpaa’

COLLATE SQL_Latinl_General CP1_CI_AS NOT NULL,

CONSTRAINT [PK Domains] PRIMARY KEY CLUSTERED

[TD] A3C
WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUT
END
GO

object_id = OBJECT ID(N'([dbo].[Domains]') AND type in (N'U’
atinl General CP1 _CI_AS NOT NULL,
E = OFF, IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE

s

[v]|%

Current connection parameters

Gpen

E Connection

E Connection Details

-3 X

Connection name  lacalhost\SQLExpress (¢

Name
The name of the connection.

<

2 connected. (1/1)

localhost|SQLExpress (10,50.., | CPANDL\darren (54) | master | 00:00:00 | Grows

Ready

Ln 568

Col 64 che4

ms

[UPGRADE NOTE]

If you are upgrading your existing GPAA 2.5 instance, then you will need to run the SQL script
provided in the steps above against your existing SDM_GPOManager database to upgrade it to
the 3.0 schema. Contact SDM Software Support (support@sdmsoftware.com) if you have any
questions on errors that you see during this phase.

Once the database is created or updated, you are ready to move on to creation/update of the
GPAA web application.
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Set up the GPAA Web/Proxy Applications: This step performs the setup of the GPAA Web
Application and optionally when you check the box to “Install GPAA Untrusted Domains Web
Service,” the GPAA Web Service Proxy Application. The GPAA Web Proxy Application is used
when you plan to perform GPO attestations (but not auditing) against untrusted domains. The

setup for these ASP.Net applications performs the following actions:

a.

Creates the application(s) under the website you choose (usually called
SDMGPAAManager & SDMGPAAProxy).

Creates the Application Pool (running ASP.Net 4.0) and changes the identity of the
Application pool to the AD service account you’ve created for GPAA in the previous step.
Sets Windows authentication to enabled and anonymous authentication to disabled for
the GPAA Web Application and sets authentication to Anonymous for the GPAA Web
Service Proxy Application. (Note that you may need to manually set this if the parent
web site enforces other authentication defaults.)

Configures the database connection string for the web application (and web proxy).
Copies the web application files under the application directories (usually under
%systemdrive%\inetpub\wwwroot). If the files exist from a previous version, those files
will be deleted prior to copying the new version of the web applications.

Installs the evaluation license for the product to the registry on the web server (the
GPAA license material is stored in HKLM\Software\GP\GPAA on the GPAA web server).
Prompts you for the web server’s URL. In situations where the web server application is

II’

load balanced, the application has to know the “virtual” URL that will always be used in
attestation emails. When you enter the full URL in this step (e.g.
http(s)://mywebserver.mydomain.com\sdmgpaamaanger) after the web application is
created, a window will pop-up with a small bit of SQL Script that must be run against
the GPAA database. This script sets the “Website” row value in the Settings table. You
can copy and paste this and run it against the GPAA database to set this value.

Enable SSL for the SDMGPAAManager and optionally, the SDMGPAAProxy applications
after installation. These applications are not bound to SSL by default. You'll need to
provide and select your own SSL keys and set the binding for these two applications
within the 1IS Administrator application. You can view this Microsoft video for

instructions on how to configure 1IS applications for SSL.
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The dialog for this web application installation step is shown here:

GPAA Web Application Setup Instructions

This setup runs on the GPAA web server. It creates the website, application pool
and database connectivity for the GPAA web front-end. You can also optionally
install the GPAA web service proxy for untrusted domains.

VERIFY PRE-REQUISIITES:

- Installing on at least IIS 7.0 with ASP.Net 4.0 configured
- .Net Framework 4.5 is installed if installing the Web Service proxy
- Web site where GPAA is installed is configured for Windows Authentication
- GPMC is installed on the web server
- You have a service account with db_reader and db_writer permissions
on the GPAA database

[] Install GPAA Untrusted Domains Web Service

Specify Web Application Options

Select from Available Web Stes |

Select Application Name | SDMGPAAManager

Select Application Pool Name | SDMGPAA_Pool

© Enter Web Server URL  |http://MigratorTest sdmiab net/SDN|

Untrusted Domain Web Service URI  |http://MigratorTest sdmiab.net/SDN/|

Enter Application Pool Service Account I<doma'n\usemame>

Enter Application Pool 